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ABSTRACT 
Automated Teller Machine(ATM) fraud have been trending now a days, so, we have come up with the solution 

of replacing the ATM cards with the Voice and Face Recognition so that the privacy of withdrawing or balance 

enquiry should be taken care of by our system. We have tried to replace the keypad with voice recorder device so 

that voice should be recorded. Our System would have Two-Step verification process. Our main intention to make 

this type of system is because to increase the security of the Atm System. 
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1. INTRODUCTION 
In the field of Biometrics, with the general term used alternatively to point out a characteristic or process. 

 

As a characteristic it’s a measurable biological otherwise called anatomical and physiological and behavioural 

characteristic which will be used for automatic recognition. As a process it encompasses automated strategies of 

recognizing a personal supported measurable biological anatomical and physiological and behavioural 

characteristics. Biometrics is an automated methodology to uniquely identify humans using their behavioural or 

physiological characteristics.[1-4, 23, 24] 

 

Recognition during this technology plays a serious role, recognition employed in the outline of biometric systems 

likefacial recognition, finger print, iris recognition or voice recognition relating to their fundamental function, the 

generic term however doesn't essentially imply verification closed-set identification or open-set identification[7-

9, 22, 24]  

 

Verification is that the task wherever the biometric system associate attempt/tries to verify an individual’s claimed 

identityby comparison a submitted sample to at least one or a lot of antecedently listed templates [14-18]. Figure 

1 show theconcept of recognition and verification of voice and face that is feather illustrated by theimage below 

wherever the primary image or voice resembles the second image or voice 

 
 

Identification is the task where the biometric system searches a database for a reference finding a match for the 

submitted biometric sample; a biometric sample is collected and compared to any or all the templates within the 

database. If it's close-set identification, the submitted biometric is thought to exist within the info. If it is open-set 

identification, the submitted biometric sample isn't certain to exist within the info, the system determines if the 

sample exists or not [18]. Figure 2 shows the process of identification. 

 

In ATM’s such a concept could be used to reinforce the one used by ATM’s being Card + Password will 

allow you to access your banking details, as robust as this might seem, if someone has access to the two it will be 

easy to obtain your life savings[4,6]. However, if there is one thing two can’t get hold of is your face and voice 

or tone or pitches making this an impenetrable system which will not need much processing time [4] 
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1.1. Biometric Predecessors 

The first form of biometrics ever used date way back to the cave men who used hand prints as an unforgeable 

signature these prints can still be seen in caves such as the caves in Tsodilo hills in African country 

 

(Africa) that has paintings thought to be quite twenty,000 years old, however some evidence suggests fingerprints 

were used as folks mark as early as five hundred B.C The early Chinese merchants used fingerprints to settle 

business transactions they conjointly used finger and footprints to distinguish between children from each other. 

 

The early Egyptian traders were known by physical descriptors to differentiate between trustworthy traders 

of proverbial name and former triple-crown transactions, and people unaccustomed the market. 

 

1.2. Standard Biometrics    

Biometric technology is employed to assist users deploy and maintain systems in a better manner, with no need 

to bear in mind codes or eliminate the utilization of keyboards or maybe keys for that meter. Can be used to 

promote longevity and enable interoperability. For national and international efforts developing standards for; 

Technical interfaces, information interchange formats, testing and coverage, social problems. 

Fig 3 shows the evolution of biometrics. 

 

 
Fig 3 Evolution of biometrics 

 

 

http://www.ijesrt.com/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/


  ISSN: 2277-9655 

[Jha* et al., 8(8): August, 2019]  Impact Factor: 5.164 

IC™ Value: 3.00  CODEN: IJESS7 

http: // www.ijesrt.com© International Journal of Engineering Sciences & Research Technology 

 [85] 

    
IJESRT is licensed under a Creative Commons Attribution 4.0 International License. 

1.3. Working of Biometrics - 

 

2. WORKING & PACKAGES 
Flow-Chart: 

 
 

Working of Smart ATM machine. 

 

Packages and Platform used - 

 OpenCv2 

 Facial recognition 

 Imutils 

 apiai 

 assemblyai 

 

http://www.ijesrt.com/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/


  ISSN: 2277-9655 

[Jha* et al., 8(8): August, 2019]  Impact Factor: 5.164 

IC™ Value: 3.00  CODEN: IJESS7 

http: // www.ijesrt.com© International Journal of Engineering Sciences & Research Technology 

 [86] 

    
IJESRT is licensed under a Creative Commons Attribution 4.0 International License. 

 google-cloud-speech 

 pocket sphinx 

 Speech Recognition 

 Watson-developer-cloud 

 

3. CONCLUSION 
In this paper we have tried to implement the Smart Atm System using Voice and Face Recognition theoretically. 

This System will be useful as the security in ATM machine. Accuracy of the machine depends on the by updating 

the photos and voices in database. We can Use ANN to get the best result in the future. 

 

REFERENCES  
[1] PENG Zhao-yi, ZHU Yan-hui, ZHOU Yu “Real-time Facial Expression Recognition Based on Adaptive 

Canny Operator Edge Detection”, 2010 Second International Conference on MultiMedia and Information 

Technology, pp 154-157, 2010.  

[2] PatilK, GiripunjeSD, BajajPR “Facial Expression Recognition and Head Tracking in Video Using Gabor 

Filter”, Third International Conference on Emerging Trends in Engineering and Technology, pp 152-157, 

2010.  

[3] Zhao, Huang, Dellandre ́a, Che, “ Automatic 3D facial expression recognition based on a Bayesian Belief 

Net and a Statistical Facial Feature Model”, 2010 International Conference on Pattern Recognition, 

France, pp3724-3727, 2010. 

[4] Cornelis Robat., Automatic teller machine ATM, 2006 

[5] Zharkova &Ipson, Valentina & Stan, Survey of Image Processing Techniques. Survey of Image 

Processing Techniques, EGSO-5-D1_F03- 20021029, 3, 2003  

[6] RAD - Rapid Application Development Process. RAD - Rapid Application Development Process, 2011  

[7] SEC Ventures | Consulting Services | Methodology. 2011. SEC Ventures | Consulting Services | 

Methodology.  

[8] RAPID APPLICATION DEVELOPMENT. 2011. RAPID APPLICATION DEVELOPMENT.  

[9] Rapid application development (RAD). 2011. Rapid application development (RAD).  

[10] Matai, Irturk, Kastner, “Design and Implementation of an FPGA-based Real-Time Face Recognition 

System”, IEEE International Symposium on Field-Programmable Custom Computing Machines, United 

States, pp97-100, 2011.  

[11] Professional Development - Rapid Application Development. Professional Development - Rapid 

Application Development, 2011  

[12] Li, Phung, Bouzerdom, Tivive, “Automatic Recognition of Smiling and Neutral Facial Expressions”, 

2010 Digital Image Computing: Techniques and Applications, Australia, pp581-586, 2010.  

[13] Juebo, Hehua, Lianhua, “A Cloud Model-based Approach for Facial Expression Synthesis”, Journal Of 

Multimedia, Vol. 6, No. 2, China, pp217-224, 2011.  

[14] Pazoki Z, Faroki F, “Effective feature selection for face recognition based on correspondence analysis 

and trained artificial neural network”, Sixth International Conference on Signal-Image Technology and 

Internet Based Systems, Iran, pp80-84, 2010.  

Lao, Han, Murase, “Efficient Facial Attribute Recognition with A Spatial Codebook”, International 

Conference on Pattern Recognition, Japan, pp1461-1464, 2010.  

[15] Wang, Zhang, “Facial Recognition Based on Kernel PCA”, Third International Conference on Intelligent 

Networks and Intelligent Systems, China, pp88-91, 2010.  

[16] Rao I, Murphy P, Nandy S, Rao V, “A Real World System For Detection And Tracking”, International 

Conference on Advances in Recent Technologies in Communication and Computing, India, pp939-943, 

2009.  

[17] Deng J, Li J, Zou X, “Extraction Of Litchi Stem Based On Computer Vision Under Natural Scene”,  

[18] International Conference on Computer Distributed Control and Intelligenct Environmental Monitoring, 

China, pp832-835, 2011.  

[19] Miller G, Fels S, Oldridge S, “A Conceptual Structure for Computer Vision”, Canadian Conference on 

Computer and Robot Vision, Canada, pp168-174, 2011  

 

 

http://www.ijesrt.com/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/


  ISSN: 2277-9655 

[Jha* et al., 8(8): August, 2019]  Impact Factor: 5.164 

IC™ Value: 3.00  CODEN: IJESS7 

http: // www.ijesrt.com© International Journal of Engineering Sciences & Research Technology 

 [87] 

    
IJESRT is licensed under a Creative Commons Attribution 4.0 International License. 

 

[20] Bhaumik G, Mallick T, Chowdhury K S, Dr. Sanyal G, “Analysis and Detection of Human Faces by 

using Minimum Distance Classifier for Surveillance”, International Conference on Recent Trends in 

Information, Telecommunication and Computing, pp265-267, 2010.  

[21] Lei Z, Wang C, Wang Q, Huang Y, “Real-Time Face Detection And Recognition For Video Surveillance 

Applications”, 2009 World Congress on Computer Science and Information Engineering, pp168-172, 

2009.  

[22] W. ZHAO, R. CHELLAPPA, P. J. PHILLIPS and A. ROSENFELD., Face Recognition: A Literature 

Survey. ACM Computing Surveys. 4, 2003  

[23] Fanglin Chen, Jie Zhou, Senior Member, IEEE, and Chunyu Yang, Reconstructing Orientation Field 

From Fingerprint Minutiae to Improve Minutiae-Matching Accuracy. IEEE TRANSACTIONS ON 

IMAGE PROCESSING. 18 (7), 1057-7149, 2009 

 

 

http://www.ijesrt.com/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/

